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Introduction

Objectives

* Explore random number
generation methods.

e Understand the limitations of
traditional methods.

* Introduce state-of-the-art
photonic technologies in
QRNGs.
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Agenda
* RNG typologies

* Quantum phase diffusion
models.

* Metrological techniques and
randomness extraction.

* System integration and
practical applications.



Why do we need randomness?

* Cryptography: for the creation of the security parameters (keys)
 Secure comms: QKD schemes, TLS schemes

* Proof-of-Stake, Zero-Knowledge Proofs

* HPC: for the simulation of complex systems (Monte Carlo)

* Biological and genetic simulations

* Gaming: procedural generation, gambling

* Generative art: images, video, audio
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Entropy: the Physics’ secret sauce of RNs

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAL A

Low surprise 2 Low information gain = Low entropy

QX9LB8RTZB3A2MIJHKD7PS4ANFW5V1G6 A

High surprise = High information gain = High entropy
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When entropy fails: the cost of weak RNs

Discovered by Affected -fI:II ! IC; :

400k+ RSA certificates compromised Low-entropy key vulnerability

Affected SAMSUNG Affected

100M+ phones affected Random flaw in ECDSA library
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How do we generate a random number?
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% ss

np.random.rand()

Level 1: lllusion of randomness
e Processes that fake randomness
* No entropy is used

* Some of these are very fast
processes (software PRNGSs)

* Useful when quality is not a
limiting factor



How do we generate a random number?
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Level 2: Opportunistic
randomness

* Use unpredictable behavior as
an entropy source

* Rely on external, uncontrolled
factors
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How do we generate a random number?
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Level 3: Engineered chaos

* Unpredictable process
specifically engineered for
random number generation

* Lack physical tests of
unpredictability
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How do we generate a random number?
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Level 4: Quantified Uncertainty

* Unpredictable process
specifically engineered for
random number generation

* Provably, quantifiable
randomness



How do we generate a random number?

Classification of RNG sources Examples

Quantified Ability to_model and verify the ynpredictability of QRNG with
uncertainty the phyglcal processes undt_arlymg the entropy metrology
generation process in real time.
Components are tailored to generate entropy by design, TRNG (rin
however, attacks are still possible. Their unpredictability oscillator sg
relies strongly on statistical tests, as physical tests of lanch ' diod
unpredictability are either impossible or are too complex. avalanche diodes...
Systems leverage processes that exhibit seemingly Mouse movement,
unpredictable behaviour as non-dedicated entropy sources. keyboard strokes,
Rely on external, often uncontrolled factors. clock jitter...

Engineered
chaos

Opportunistic

- Unpredictability +

randomness
siono e
randomness W -existing py is used. E.g., s u s RNG, RN files

used again and again, or deterministic/pseudo-RNG use.

ee Quside bit.ly/qrng-paper



Why quantum is random?

e Realismvs. localism

* Bell inequalities: theories that provide both realism (=the world is
not probabilistic) and localism (there are no non-local
Interactions) must satisfy Bell’s inequalities.

* Some experiments (Bell tests) can be used to verify whether these

Bell inequalities are fulfilled (= both realistic and local world) or
violated.
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(Loophole-free) Bell tests

nnnnn glement
{L CHSH inequality:
2 Random_basis ‘8(9) ‘ S 2

_ Nature 617, 265-270 (2023)
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(Loophole-free) Bell tests

. Nature 617, 265-270 (2023)
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(Loophole-free) Bell tests
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Why quantum is random?

e Realismvs. localism

* Bell inequalities: theories that provide both realism (=the world is
not probabilistic) and localism (there are no non-local
Interactions) must satisfy Bell’s inequalities

* Experimental results violate those inequalities, which means that
the physical world is either:

* Non-realistic: the world is probabilistic in nature.
* Non-local: Einstein’s relativity principle is not valid.
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Other quantum sources of randomness

uantum . 4 . .
Q Description Advantages Disadvantages Companies
Process
. . Spontaneous emission of [ . . - Requires handling radioactive
Radioactive nuclear particles (e.g., Highly unpredictable source. material.
- Independent of external .
Decay electrons, photons, " - Slow generation speed.
. conditions. - . .
neutrinos). - Difficult to miniaturize.
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Other quantum sources of randomness
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Quantum . .. . .
Description Advantages Disadvantages Companies
Process
. . Spontaneous emission of | Hishly unpredictable source - Requires handling radioactive
Radioactive nuclear particles (e.g., ghly unp ) material.
- Independent of external .
Deca electrons, photons, " - Slow generation speed.
y . conditions. o R
neutrinos). - Difficult to miniaturize.
Detection of individual
photons in quantum states| - High bit generation speed. - Sensitive to environmental noise ID Quantique
Photon Counting using highly sensitive - Based on easily miniaturizable and temperature variations. SK Telecom
detectors (e.g., APDs, technology. - Requires specialized detectors. QuantumCTek

SPADs).




Other quantum sources of randomness
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Quantum . .. . .
Description Advantages Disadvantages Companies
Process
. . Spontaneous emission of | Hishly unpredictable source - Requires handling radioactive
Radioactive nuclear particles (e.g., ghly unp ) material.
- Independent of external .
Deca electrons, photons, " - Slow generation speed.
y . conditions. e R
neutrinos). - Difficult to miniaturize.
Detection of individual
photons in quantum states| - High bit generation speed. - Sensitive to environmental noise ID Quantique
Photon Counting using highly sensitive - Based on easily miniaturizable and temperature variations. SK Telecom
detectors (e.g., APDs, technology. - Requires specialized detectors. QuantumCTek
SPADs).
Unpredictable fluctuations| Very hlgh bit genergtlon speegl. . . . .
. . - Easy integration with photonic | - Sensitive to optical conditions Toshiba
. . in the phase of laser light . . .
Phase Diffusion due to quantum systems. (alignment, opticalloss). Quintessencelabs
9 - Good balance between speed - Requires stabilization. Quside

uncertainty.

and security.




& About Quside i _
: 10+ years delivering advanced

randomness solutions.

QRNG Entropy Core RPU
IP & Modules Infrastructure solution Stochastic acceleration

af. & aws marketplace
EQUINIX N

Die / Chips/
Embedded
module / PCIE

ik 3 Teletsnica Thaleshlenia 7 paloalto’ KEYFACTOR QUANEIop!  Qrypt |l &,

EQUINIX




Phase Diffusion Gedanken: What time is it?

E=Ae?
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Phase Diffusion Gedanken: What time is it?
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Switching on-off: phase-diffusion QRNG

* Each phase is random, iid with respect to the others

* Just recover the phase, and you have random numbers

* This can go as fast as the laser dynamics allows to (~50 GHz)
ee Quside



Deeper modelling: open quantum systems

50-

* We don’t model coherent states, ]
but their probability distribution 5

 P(a, a*, t): probability that the
quantum state is given by the
coherent state a at time t.

* Evolution given by a Fokker-Planck

equation
0 . N . Yo 9 : 7o 0« *
aP(a,a 1) = — [(—zwo ~ 5 ‘|"7I) %a—l— (+zw0 DY ‘|"YI) 9o+ P(a,a’,t)
82
N P *t).
+Y0 dado* (a,a ) )
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A laser from a semiclassical perspective
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A laser from a semiclassical perspective

Laser rate equations (accounting for spontaneous emission):

—dif) = %G(E(t), N@®)E(t) — %E(t) + BepV/N(t) 6f Gl () (rema )
Tp Large N(t) (low noise )
dgt) _ . _ @ Bep 2.
dt _ UJO 2 G(E(t)ﬂ N(t)) + 2TnN(t) rr’(t) g
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= — — G(E N E
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Recovering the phase: a workaround

1 P2 b3

V x |E|? = A?

E=A¢?
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Recovering the phase: a workaround
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P1

b2

b3

P1

b2

P3

V o |E|? = 2A4%[1 + cos (¢pr, — dr—1)]

E = A ¢e?

E

— A(€Z¢k _I_ 6i¢k—1)



Recovering the phase: a workaround

V |l?|2 = 2A2[1 + COS (gbk — Cbk—l)]

PDF of |E|? for uniformly distributed ¢, and ¢x_;
251 Piep(x)

N
o
T

=
ul
T

Probability Density

=
o
T

051

0.0 0.5 1.0 1.5 20 25 30 35 4.0
|E|?

ee Quside



Recovering the phase: a workaround

V x |l?|2 — 2A2[1 + COS (qbk. — qbk_l)]

= 1
DFB LD _q\b\ /Q\ E— PIN PD >_D Q d
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How quantum is my noise?

(%) (t) =ua +up + 2y/usup cos Ap(t) + u,
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How quantum is my noise?

Other processes:
Typically, gaussian processes, or similar
The noise and source distributions are the same

Hard to estimate noise effects

Phase-diffusion process:

Non-gaussian process
The noise and the source distributions are different

Easy to estimate noise effects
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How quantum is my noise?
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How quantum is my noise?

J

|| These ones are really ones

l

These zeroes are really zeroes |I|
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How quantum is my noise?
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How quantum is my noise?
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How quantum is my noise?

P =1) = 21+ 5

The conditional min-entropy bound (= our certainty of origin for the digitized randomness)
is much higher for phase-diffusion processes (>90%) than for gaussian processes (<20%).
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How tiny can you get?
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How tiny can you get
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How tiny can you get?
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How tiny can you get?
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How tiny can you get?
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Where are we today at Quside?

¢e Quside
© Quside, 2024.



-~



ER R TR
3

(=

L8088 B0 e
: 181k EhEE A169
(1)

""31.1»" i

[
W0 Wi
“ o

7
-
CR

O,
0
w

|

. ¥ Quside

'Illll E1605024A

oy sty

© Quside, 2024.



G 86 QRNG / QRNG System Details ¥¢ <3

>
job | grngl ~

Calibration Status Min-Entropy QFactor Voltage Comparator

qrngT \ f\
‘0,972 ll ‘01,993l B issmy

QFactor

0.005 'Y ?’"".,rﬁ'*‘\'*;h[ﬂ' AV e g ok NP ARt g YO A P A ¥ P AR e

ee Quside



ee Quside

aws marketplace
)

About v Categories ¥

Overview

Delivery Methods + Solutions « Resources v Your Saved List

Become a Channel Partner Sell in AWS Marketplace

Randomness Processing Unit - Beta Version
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Quside's new acceleration platform, based on high-speed randomness sampling and
fine-tuned hardware acceleration. Quside's RPUs allow customers to offload their
randomness generation and processing tasks from the CPU, thereby accelerating
and optimizing their randomized workloads. This fact simultaneously improves their
effective computational capacity and the quality of their simulation, optimization,
and prediction needs.

~ Show less
Linux/Unix

Pricing Usage Support

Product Overview
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