

View

Online


Export
Citation

RESEARCH ARTICLE |  SEPTEMBER 20 2024

Comparing pseudo- and quantum-random number
generators with Monte Carlo simulations 
David Cirauqui   ; Miguel Ángel García-March  ; Guillem Guigó Corominas; Tobias Graß  ;
Przemysław R. Grzybowski  ; Gorka Muñoz-Gil  ; J. R. M. Saavedra  ; Maciej Lewenstein 

APL Quantum 1, 036125 (2024)
https://doi.org/10.1063/5.0199568

Articles You May Be Interested In

A high speed, postprocessing free, quantum random number generator

Appl. Phys. Lett. (July 2008)

Fully passive quantum random number generation with untrusted light

Metalens array for quantum random number

Appl. Phys. Rev. (September 2024)

 04 D
ecem

ber 2025 19:44:04

https://pubs.aip.org/aip/apq/article/1/3/036125/3313392/Comparing-pseudo-and-quantum-random-number
https://pubs.aip.org/aip/apq/article/1/3/036125/3313392/Comparing-pseudo-and-quantum-random-number?pdfCoverIconEvent=cite
javascript:;
https://orcid.org/0000-0003-1428-9397
javascript:;
https://orcid.org/0000-0001-7092-838X
javascript:;
javascript:;
https://orcid.org/0000-0002-8163-9353
javascript:;
https://orcid.org/0000-0003-2451-6776
javascript:;
https://orcid.org/0000-0001-9223-0660
javascript:;
https://orcid.org/0000-0001-7966-9038
javascript:;
https://orcid.org/0000-0002-0210-7800
https://crossmark.crossref.org/dialog/?doi=10.1063/5.0199568&domain=pdf&date_stamp=2024-09-20
https://doi.org/10.1063/5.0199568
https://pubs.aip.org/aip/apl/article/93/3/031109/321792/A-high-speed-postprocessing-free-quantum-random
https://pubs.aip.org/aip/apq/article/2/4/046105/3368334/Fully-passive-quantum-random-number-generation
https://pubs.aip.org/aip/apr/article/11/3/031418/3312112/Metalens-array-for-quantum-random-number
https://servedbyadbutler.com/redirect.spark?MID=188841&plid=3315123&setID=1044458&channelID=0&CID=1576042&banID=524054695&PID=0&textadID=0&tc=1&rnd=6247402508&scheduleID=3470747&adSize=1640x440&data_keys=%7B%22%22%3A%22%22%7D&metadata=%5B%5D&mt=1764877444589075&spr=1&referrer=http%3A%2F%2Fpubs.aip.org%2Faip%2Fapq%2Farticle-pdf%2Fdoi%2F10.1063%2F5.0199568%2F20166770%2F036125_1_5.0199568.pdf&request_uuid=de0a896a-3854-4379-88bc-d2da86b6f87e&hc=2420ac37cc37540198cfa601a60dbe310e6ff949&location=


APL Quantum ARTICLE pubs.aip.org/aip/apq

Comparing pseudo- and quantum-random
number generators with Monte
Carlo simulations

Cite as: APL Quantum 1, 036125 (2024); doi: 10.1063/5.0199568
Submitted: 23 January 2024 • Accepted: 26 August 2024 •
Published Online: 20 September 2024

David Cirauqui,1,2,a) Miguel Ángel García-March,2,3 Guillem Guigó Corominas,2 Tobias Graß,2

Przemysław R. Grzybowski,2,4 Gorka Muñoz-Gil,2,5 J. R. M. Saavedra,1 and Maciej Lewenstein2,6

AFFILIATIONS
1 Quside Technologies SL, Mediterranean Technology Park, 08860 Castelldefels, Barcelona, Spain
2 ICFO - Institut de Ciencies Fotòniques, The Barcelona Institute of Science and Technology, 08860 Castelldefels, Barcelona, Spain
3 Instituto Universitario de Matemática Pura y Aplicada, Universitat Politècnica de València, 46022 València, Spain
4Institute of Spintronics and Quantum Information, Faculty of Physics, Adam Mickiewicz University in Poznań,
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ABSTRACT
We study how the Monte Carlo simulations of the critical dynamics of two-dimensional Ising lattices are affected by the quality (as compared
to true randomness) of the pseudo-randomness used in them by computing an observable known to be sensitive to it: the dynamic critical
exponent z. To this end, we first present a review of the literature and then perform the same simulations with different pseudo-randomness
sources. We control the quality of the random streams by physically reseeding the generators and observe that while the mean value of the
measured observable is slightly affected by the correlations within them, its variance does get a severe impact. By studying this affectation
and how such pseudo-random streams perform under standard randomness tests based on statistical analysis, we conclude that the new
protocol is able to detect other types of correlations and can thus be used as an additional test. On the other hand, we present the first (to the
best of our knowledge) computation of the dynamic critical exponent with a perfectly random quantum random number generator (QRNG)
and hypothesize that the presented strategy may point toward a route to establish quantum advantage based on the quality of results as
complementary to those strategies based on the speed of the computational task.

© 2024 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license
(https://creativecommons.org/licenses/by/4.0/). https://doi.org/10.1063/5.0199568

I. INTRODUCTION

Monte Carlo (MC) methods are a collection of algorithms that
use the probabilistic sampling of certain purely deterministic func-
tions in order to speed up (or simply even make possible) a given
computation and are commonly used in a broad range of appli-
cations. To this end, MC algorithms perform a random number-
assisted search of the solution space, and therefore, the quality of the
obtained results can be affected by that of the random numbers (RN)
used, thus relying on them being good enough. For instance, a MC

algorithm using RN presenting unknown correlations on timescales
different than the simulation time will in many cases perform a
rather bad exploration of the solution space, thus yielding poor
results. Modern computations in which MC algorithms are used
usually demand vast amounts of RN, which only makes this problem
more notorious. Furthermore, current MC simulations are typically
executed in parallel and distributed architecture, with each of the
simulation threads typically running its own random number gener-
ator (RNG). Deviations from an ideal RNG (for example, by having
a short repetition period) may introduce correlations between the
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different threads executing the simulation. This results in a breach of
one of the most relevant theoretical assumptions of the MC method,
that is, each of the samples is independent from the others. Further-
more, this breach is not only a theoretical concern: its effects may
be noticeable in any simulation that is sensitive to the correlations
between random numbers.1,2

Concretely, it has been observed that the simulation of complex
physical systems can make some hidden correlations within “good
quality” pseudo-random sequences arise and affect their results.1,2

A paradigmatic example of this phenomenon is the computation of
the dynamic critical exponent z, a characteristic constant appearing
when studying the dynamics of spin lattices near a phase transition.
Phase transitions are characterized by presenting time and space
correlations on all possible scales, and therefore, even the usually
undetectable long-range correlations present within the RN streams
arise and can have a dramatic impact on the value obtained.2

The problem then arises from the long-known difficulty of
computers to generate such an RN: strictly speaking, all algorithm-
based random number generators (RNGs) are pseudo-random, in
the sense that they are completely deterministic, and, thus, present
correlation. There mainly exist two different strategies to generate
pseudo-random numbers in a computer: via algorithmic procedures
and via the extraction of entropy from physical processes within
the machine. Typically, there is a trade-off between the statistical
correlations (their “quality,” as compared to true RN) within PRN
and their generation rate. On the one hand, RNGs using iterative
non-linear maps may be very fast but have typically relatively short
correlation lengths. On the other hand, RNGs based on measuring
physical or natural processes do not show correlations besides those
given by the fact that one measures them within finite streams but
are slower and less efficient. As an alternative, quantum random
number generators (QRNGs) have been proposed as the ultimate
and only possible way to obtain truly unpredictable and uncorrelated
randomness. Furthermore, these devices have been already com-
mercialized in the last decade and are expected to soon be able to
generate random bits at fast enough speeds for them to be useful
additions for computing and cryptographic purposes. In this regard,
QRNGs are clearly one of the most advanced quantum technologies.

Either classical or quantum, a significant challenge for random-
ness technologies consists of assuring non-predictability of RNG
outputs, which is usually done with statistical tests.3–5 The National
Institute of Standards and Technologies (NIST) has collected and
defined a set of tests to measure the quality of PRNGs,6 which, how-
ever, have serious drawbacks. For instance, future and more complex
PRNGs may present new types of correlations that such tests were
not designed to detect, or, as we shall see later, some long stud-
ied calculations, such as the MC simulations of certain systems,
may be affected by the correlations within PRN streams passing
them. In this paper, we propose to use the simulation of such clas-
sical statistical physics systems at criticality as an unbiased test of
RNGs on equal footing, concretely focusing on the calculation of the
dynamic critical exponent characterizing the relaxation dynamics of
the 2D Ising system. We start by reviewing some background con-
cepts related to the generation of pseudo-random numbers and the
studied physical problem. To begin with this paper’s contributions,
we first review, in Sec. III A, the many estimations of this expo-
nent found in the literature, obtained via theoretical, experimental,
and numerical strategies, and extract a reference value to which we

compare the results of Secs. III B–III D. In Sec. III B, we compute
it by means of MC simulations performed with a pool of PRNGs
ranging from bad to good quality ones and compare and discuss the
results. We find that the variance of the results exponentially grows
when the simulations require more RN than the period of repeti-
tion of the generators (and thus the sequences start to repeat) and
explore how such a variance explosion can be avoided via reseeding.
Later, in Sec. III C, we compute this exponent with a QRNG, finding
that it is close to the defined reference value. We finally compare,
in Sec. III D, all the used generators with standard statistical tests
and discuss their similarities and differences, supporting the com-
plementarity of additional tests based on physical simulations, such
as the one proposed here.

II. METHODS
A. PRNGs

Pseudo-random numbers are nothing but outputs of a given
algorithmic process and, being thus obtained by means of determin-
istic functions, are completely predictable if the state of the function
at a given time is known. In its most general form, a pseudo-random
number generator is a function of the form

x⃗n = f (x⃗n−1), (1)

where the vector x⃗n is called the state of the PRNG at stage n.
Afterward, a post-processing of the internal state xn transforms it
into the output random number, rn = g(x⃗n). Ideally, the function
g( f (x⃗n−1)) will seem to output uncorrelated numbers on the short
run (where, in reality, short refers to “as long as possible”), while
emulating a certain probability distribution, typically uniform, on
the long one.

1. Reseeding
Note that taking into account that we want to be able to code

such functions so that they can be used in computer simulations, the
state must be comprised of (at least at the bit level) discrete values.
In addition, any realistic implementation of a probability distribu-
tion will inevitably be bound to a certain range of outputs as those
values whose probability of appearance is lower than the machine’s
precision will be assigned a real probability of exactly zero. Jointly,
these two properties that any imaginable PRNG will have effectively
lead to a very undesired conclusion: a PRNG will always have a
period of repetition as well since the function outputting the num-
bers will eventually repeat a given input. This means that once a
certain amount of pseudo-random numbers is output by the func-
tion, the stream will reach the same initial state and, thus, will exactly
repeat itself (or a smaller cycle within the whole sequence if the first
repeated output does not coincide with the very initial seed) over
again.

This repetition of sequences can be nonetheless avoided by
reseeding the generator. The reseeding operation consists of, at a
given frequency (ideally corresponding to a period shorter than the
PRNG’s period of repetition), externally changing the state with a
new random seed (or single bits of the current state). If the seed
is truly random, i.e., obtained from a true random number gen-
erator, then the PRNG will have an infinite period of repetition.2
Contrarily, if the seed is output by a second PRNG, the first one will
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then have an enlarged period of repetition, but it will not be infinite
and the sequences will repeat themselves over again once the sec-
ond PRNG reaches its own maximum amount of different output
pseudo-random numbers.

2. LCGs
A Linear Congruential Generator (LCG) 7,8 is a pseudo-random

engine algorithm that, given a previous state xn, produces a new state
xn+1 such that

xn+1 = (axn + c) mod m, (2)

finally outputting a pseudo-random number with the application
of the identity function on the new state, rn = xn. The parameters
defining the LCG a, c, and m are strictly positive integer constants
called multiplier, increment, and modulus, respectively (except for
the increment, which can be 0 and in which case the LCG is usually
referred to as Lehmer RNG).

Due to the modulo operation, the output pseudo-random
numbers may be within the range

0 ≤ xn < m, (3)

and therefore, they have a potential period of repetition of at most m
as, by construction, once a number is repeated, the sequence starts
over again from that number. Their easy general formula makes
them fast and efficient to implement in computing devices and, thus,
are widely used in computer simulations. Furthermore, as their state
is comprised of a single mod m number, the memory required for its
storage is relatively low; this is helpful especially when multiple inde-
pendent pseudo-random streams are needed. On the other hand,
their pseudo-randomness quality is seen to be extremely sensitive
to their defining parameters, and thus, their selection requires much
more care. For instance, a bad choice of parameters can yield an LCG
with a period of repetition shorter than its modulus.

B. QRNGs
Based on both theoretical principles and a huge body of

striking experimental evidence, quantum mechanical processes are
believed to be inherently random. Therefore, in contra-position
to the classical devices generating random numbers by extracting
and manipulating entropy from physical processes, such as thermal
noise (whose apparent randomness comes from the lack of knowl-
edge of the internal state of a certain physical system rather than
true unpredictability) and algorithmic PRNGs, QRNGs offer the
only known way to produce truly unpredictable random numbers.
Their randomness can be certified by means of a Bell test9 and has
so far thoroughly passed all the most stringent ones, with device-
independent quantum information processing (DIQIP) generators
even achieving loophole-free certification.10

Several methods to harness such quantum randomness have
been proposed and realized into actual QRNGs. The so-called
“certified randomness”10 can be obtained by means of device-
independent quantum information processing (DIQIP) randomness
protocols, which employ Bell-inequality violation on systems of
photons,11,12 ions,13 nitrogen-vacancy centers,14 neutral atoms,15

and superconducting qubits.16 Nevertheless, DIQIP approaches are
not particularly efficient in terms of bit-rate generation as they often

FIG. 1. Scheme of Quside’s PD-QRNG used in this work. A laser is modulated
above and below threshold, each time generating a pulse with a random phase
θi . By means of an unbalanced Mach–Zehnder interferometer, each pulse is inter-
fered with a later generated random phase pulse, turning phase fluctuations into
intensity fluctuations, which are further converted into random numbers by using
conventional photodetectors and electronics. Reproduced with permission from
Abellán et al., Opt. Express 22, 1645 (2014). Copyright 2014 Optica.19

rely on measuring the properties of few-particle systems.17 For prac-
tical reasons, then it is useful to measure signals from quantum
processes and subsequently extract their randomness with classi-
cal devices. These involve devices to observe the timing of nuclear
decay,18 electron shot noise in semiconductors, splitting of photons
on beam-splitters, timing of photon arrivals, vacuum fluctuations,
laser phase diffusion, amplified spontaneous emission, Raman scat-
tering, atomic spin diffusion, and others. For a review on the topic,
see Ref. 17.

The fastest quantum random number generators available
today make use of macroscopic traces of processes of a quantum
origin, such as laser phase diffusion (PD) QRNGs,19–22 whose behav-
ior is understood solely from a quantum-mechanical perspective.23

Such fast QRNGs have reached record generation speeds on the
order of a 100 Gbps24,25 at the time of writing.

It is not the intention of the present paper to discuss the advan-
tages and disadvantages of each type of QRNG, so for an in-depth
discussion, the interested reader is referred to Ref. 17 and the ref-
erences to each example. On the contrary, our main purpose is to
see and compare the effects that the potentially hidden correlations
within random or pseudo-random streams can have in some physi-
cal MC simulations, and thus, by assuming that all types of QRNGs
are indeed random, their output streams should be indistinguish-
able under this paper’s perspective. Due to time constraints, we
will restrict our analysis to that of a fast PD-based QRNG, whose
functioning is sketched in Fig. 1.

C. The dynamic critical exponent
Consider a system comprised by a set of N Ising spins σi = ±1

arranged on a two-dimensional square lattice of linear side L, such
that N = L2. Spins are coupled by means of the coupling coefficient
Jij. We consider only the coupling to nearest neighbors and Jij = J
constant for all pairs of spins. The Hamiltonian that describes the
statics and thermodynamics of this system is therefore

H = −∑
i,j

Jijσiσj = −J∑
⟨i,j⟩

σiσj , (4)

where the sum of the term on the right is restricted to the nearest
neighbors and 1 ≤ i, j ≤ L. This model is commonly used to study
the behavior of ferromagnetic materials; for this purpose, periodic
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boundary conditions are typically used, simulating a square unit cell
of size L within the periodic system under study.

The model describes the transition between the two phases of
a simple ferromagnetic material: at low temperatures, most of the
spins are aligned in the same direction, resulting in non-zero magne-
tization and ferromagnetic behavior of the material at macroscopic
scales; on the contrary, at high temperatures, the fluctuations of the
spins associated with thermal effects exceed the ferromagnetic order
induced by the Hamiltonian; in this scenario, the spins act inde-
pendently, generating zero average magnetization and thus making
the material paramagnetic. The phase transition occurs when the
system reaches the so-called critical temperature Tc; at this tem-
perature, the domains of high magnetization in one direction are
gradually destroyed by the effect of thermodynamic fluctuations
and converted into zones of high magnetization in the opposite
direction. Then, macroscopically, the system is magnetized, but the
orientation of the magnetic field changes in time. This behavior
is illustrated in Fig. 2. The time-delayed correlation of the order
parameter (magnetization) is

χ(t) = ⟨M(t)M(0)⟩ =∑
k

ake−t/τk , (5)

where the sum over k runs over the system’s excited modes,26 M is
the system’s magnetization, τk = 1/λk is the relaxation time for the
kth excited mode, which has eigenvalue λk, and ak are t-independent
constants. The probability of finding the system at configuration σ
at time t for some initial configuration being σ0 can be solved to
be P(σ, t∣σ0) = ∑

∞

k=0 ck(σ0)e−λktϕk(σ), with ϕk(σ) being the eigen-
mode with eigenvalue λk with standard methods (see Ref. 26 for one
dimension and via the master equation and more general methods
in Refs. 27 and 28).

If the system is truly infinite, at the temperature approaching
the critical temperature Tc, the relaxation times τk diverge, leading
to the “critical slowing down” effect. The dynamic critical scaling
hypothesis27–32 predicts that diverging τk have a power-law depen-
dence on the diverging static correlation length ξ, which scales as
ξ ∝ ∣T − Tc∣

−ν. We define then the dynamic exponent z as

τk ∝ ξz. (6)

Since all τk diverge, the relaxation process is dominated by the first
excited mode with τ1. This one effectively determines the relaxation
time of the system τ = τ1 of the whole system so that

χ(t) = ⟨M(t)M(0)⟩∝ e−t/τ. (7)

In practice, we deal with finite systems of size L2
∝M2

= N.
This means that at Tc, the static correlation ξ grows, achieving the
longest wavelength λmax ≃ L. The relaxation time of the system is
then expected to have a power-law relation with λmax, i.e., for finite
size scaling (FSS),

τFSS(L)∝ Lz. (8)

Combining the above equations, one can determine the relaxation
times and exponent z of finite Ising lattices from Monte Carlo sim-
ulations of kinetic models, as first suggested by Hohenberg and
Halperin.30

D. Measuring z in MC simulations
In order to measure the dynamic critical exponent, we perform

MC simulations of the Hamiltonian [Eq. (4)] and compute its mag-
netization after each MC step. We run the simulations for different
lattice sizes L and for a total of 1300τ time steps (where we approx-
imate τ ≈ L2) to ensure a proper decay of the correlation function
that enables us to extract the relaxation time of the system. We then
determine τ by fitting the obtained results for each lattice size with
a decaying exponential within the time interval t ∈ (0.3τFSS, 1.1τFSS),
again using τFSS = L2. This strategy allows us to avoid both the initial
high non-linearities and the fluctuations in the tail of the exponen-
tial, as discussed in Ref. 2. Finally, we plot the obtained τ(L) in
a logarithmic scale as a function of the lattice size to obtain the
dynamic exponent z by means of a linear fit.

In order to obtain statistically relevant results, we compute the
mean value and the variance of the dynamic critical exponent from
a total of N it iterations for each lattice size, which are initialized with
different random seeds.

FIG. 2. 2D Ising model dynamics. For temperatures below the critical temperature, Tc , the system is in an ordered state and, thus, shows ferromagnetic behavior; for
temperatures larger than Tc , the system is in a disordered state and, thus, does not show any spontaneous magnetization. At Tc , the system shows a phase transition (see
main text for details).
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III. RESULTS
A. The dynamic critical exponent in the literature

We start this section by presenting a review and discussion of
previous studies. Over the years, many attempts to give an appro-
priate value for the dynamic critical exponent z have been carried
on from theoretical,33–44 experimental,45–49 and computational50–72

approaches. Here, with the aim of illustrating how vastly the
obtained results vary, we present a long, yet possibly non-exhaustive
collection of values found in the literature for both two- and three-
dimensional lattices. Some of the references presented here give
various values corresponding to different types of lattices in an
attempt to show the postulated universality of z across models. We
plot in the top panel of Fig. 3 the obtained exponents as a function
of the year of its calculation. Surprisingly, even with the expected
improvement of the used methods, there is no clear tendency, nei-
ther in two-, three-dimension, theoretical, or MC calculations, and

FIG. 3. Dynamic critical exponents given in the literature. Top: Different z calcu-
lated over the years in two and three dimensions. Triangles and squares label two-
and three-dimensional lattices, while colors blue, green, and orange mark whether
these values were obtained theoretically, experimentally, or via MC simulations,
respectively. The value obtained in Sec. III C of the present work by MC methods
using a QRNG is marked with a red diamond. Bottom: Histogram showing the z
predictions theoretically and with MC in two dimensions.

even the various results obtained in recent years show a wide spread-
ing. The data are gathered in Tables VI and VII from Appendix C.
We plot in the bottom panel of Fig. 3(a) histogram grouping the
theoretical predictions and the MC ones. While the values obtained
by means of theoretical methods do not show any apparent distri-
bution, the ones obtained with MC calculations can be fitted to a
Gaussian distribution with mean ⟨zMC⟩ = 2.1664.

B. Detecting correlations in PRNGs
We begin this paper’s contributions by exploring how does the

dynamic critical exponent vary when computing it with a collection
of different LCGs, all of them presumably showing low correlations.7
The modulus, parameter, and increment used for each LCG are
resumed in Table I.

Following the procedure discussed in Sec. II D, we run
the simulations for the following lattice sizes: L = {4, 8, 16,
32, 64, 128, 256, 512}. Since we use 1300Lτ MC time steps
and approximate τ ≈ 2, the computation times increase as
t ∝ L2, and we thus restrict our number of iterations to N it = 1000
for sizes ranging from L = 4 to L = 64, N it = 500 for L = 128 and
L = 256, and N it = 10 for L = 512.

As a final remark, we run these simulations in a graphics pro-
cessing unit (GPU). This fact, besides shorter simulation times,
effectively further lowers the correlations that the PRNGs show.
This is done by means of a kernel that, given L2 different states xn,
yields L2 new states Xn+1 such that each spin within the lattice works
with its own PRNG (all of them implementing the same LCG and
initialized with different random seeds).

1. Fundamental tests
The procedure explained above is applied to the discussed

Hamiltonian [Eq. (4)] for each of the PRNGs in Table I. We then
compare them with the theoretical estimate of z obtained by study-
ing the stochastic matrices governing the physics of our system in the
classical Ref. 39, that is, z = 2.1667 ± 0.0005, since it is also the most

TABLE I. Parameters of each of the linear congruential generators used in the PRNG
simulations.

Modulus Multiplier Increment

PRNG0 232
−1 16 807 0

PRNG1 225
−39 12 836 191 0

PRNG2 223
−15 422 527 0

PRNG3 217
−1 43 165 0

TABLE II. Dynamic exponents z and relative errors with respect to theoretical
estimate ϵr , obtained for each PRNG.

z ϵr

PRNG0 2.1087 0.0268
PRNG1 2.1159 0.0234
PRNG2 2.1047 0.0286
PRNG3 2.1162 0.0233
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FIG. 4. Statistical variance of the dynamic exponent z, normalized to its mean
value, as a function of lattice size for different PRNGs. The reduced variance dras-
tically increases when the simulations demand an amount of random numbers
greater than the PRNG’s period of repetition.

similar one to the mean value found with MC approaches in the lit-
erature, as seen in Sec. III A. We summarize our results in Table II,
in which we show the obtained dynamic exponents z, as well as their
respective errors relative to the theoretical estimate, ϵr (we take as
reference zref = 2.1667 and approximate ϵr to the fourth decimal).

All tested PRNGs yield a reasonable approximation of the
dynamic exponent, as can be seen in Table II, but they differ in their
predicted value in the second significant decimal.

Importantly, the statistical variance of the results poses a con-
siderable caveat that must be taken into account when interpreting
them. For any given PRNG, once the amount of random num-
bers consumed by the algorithm exceeds its period of repetition
(modulus in Table I), the sequence repeats itself, introducing a
large amount of correlation at large time scales. We observe that
these extra correlations affect the obtained dynamic exponent by
exponentially enlarging the variance between iterations of the same
simulation while keeping its mean value constant. To quantify these
correlations, we define the normalized variance as σ2

/μ2, where σ is
the variance of the results and μ is their mean value. For this case, the
normalized variance stays more or less constant (around a value of
σ2

μ2 ≈ 0.01) until the lattice reaches a size large enough so that its sim-
ulation requires more random numbers than the generator’s period
of repetition. Beyond this point, the variance starts to increase expo-
nentially with lattice size, as shown in Fig. 4. In this figure showing
the normalized variance (and in the following ones in which we plot
this parameter), the error bars are computed as the fourth moment
of the N it values of each dynamic critical exponent.

Furthermore, as we keep increasing L far beyond the variance’s
explosion point, the obtained magnetization auto-correlation func-
tion χ(t) no longer resembles an exponential decay but instead starts
showing a noisy behavior. Therefore, one cannot strictly speak of,
nor extract, a reliable value for the dynamic exponent.

2. Effects of reseeding
After observing that repeating random sequences greatly affects

the results obtained with PRNGs, we explore the effects that the
reseeding operation discussed above has on them. In our case, when

FIG. 5. Normalized variance for PRNG3 as a function of lattice size, with reseeding.
Physical reseeding of the generator every (m − 1), 2(m − 1), 4(m − 1), and
8(m − 1) random numbers. PRNG3 without reseeding is shown for comparison.
The variance explosion is avoided in all cases, reaching a value that depends on
the frequency of the reseeding.

we reseed our generators, we replace the whole input xi−1 with a new
true random number obtained from the computer’s physical entropy
source. Besides the reseeding, the parameters and procedures of all
the simulations remain unchanged.

We first take a look at the normalized variance obtained by
PRNG3, since it is the one with the shortest period of repeti-
tion. We reseed it every κ(m − 1) pseudo-random numbers, where
m is the modulus parameter of the LCG, and we first consider
κ = {1, 2, 4, 8}. As shown in Fig. 5, we find that for all cases, the
variance explosion observed before is avoided. In this case, the nor-
malized variance does not grow monotonically but instead reaches
a plateau whose value appears to be proportional to the number
of repetitions introduced in the pseudo-random sequences before
the reseeding is carried out (i.e., the amount of extra correla-
tions introduced in our algorithm, compared to the infinite-period
PRNG).

FIG. 6. Normalized variance for PRNG3 as a function of lattice size, with high fre-
quency reseeding. Physical reseeding of the generator every 2(m − 1), (m − 1),
(m−1)

2
, and (m−1)

4
random numbers. Beyond that point, the error bars do not

allow us to distinguish the results for higher reseeding frequencies. The value of
the variance’s plateaus is further reduced at high frequencies.
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As shown in Fig. 5, the case κ = 1, i.e., an example of an
infinite-period pseudo-random number generator, exhibits the low-
est normalized variance of all presented cases. Interestingly, by
allowing κ < 1 (and thus paying the computational cost associated
with a high-frequency reseeding), we observe that we can still lower
this value further down (see Fig. 6). This scenario minimizes the cor-
relations appearing in the pseudo-random sequences, approaching a
true RNG (TRNG) as κ gets smaller. Therefore, this fact allows us to
conclude that the use of PRNGs, even those showing low correlations
and having a theoretically infinite period, can indeed affect the quality
of our results in terms of variance for the problem at hand. Moreover,
as we show here, once κ is fixed, the variance of the obtained z con-
verges to a plateau and barely changes with L. Hence, performing
longer simulations will not improve the approximation.

Next, we extract the values of the reduced variance plateaus
and plot them as a function of the reseeding period κ. Interest-
ingly, as shown in Fig. 7, both quantities show a linear relation.
By means of a linear fitting, we then can extrapolate the reduced
variance for κ = 0, that is, the case of a TRNG. We obtain a value
of σ2

μ2 (κ = 0) = 0.0044 ± 0.0027 (corresponding to a 95% confidence
level). Note that this value coincides with the initial points of the
curves of Figs. 5 and 6, corresponding to simulations of very small
latices, where correlations between pseudo-random numbers are
still non-detectable.

On top of the presented effect on the variance of the estima-
tion of the dynamic exponent z, we also analyze its mean value for
different κ. We observe that the reseeding of the generators yields
a more accurate result for the mean value of the dynamic exponent
(see Table III). We note that for every case with reseeding and for
every frequency κ implemented, the relative error to the theoreti-
cal reference value is reduced to about half the one obtained with
the different PRNGs used in Table II, which were not reseeded.
Nevertheless, we cannot reduce this error further. We emphasize
that reducing κ reduces the variance, bringing the result closer to
those of a TRNG, but at a larger computational cost for smaller and
smaller κ. The results here point out that in the limit of very small

FIG. 7. Reduced variance for different values of the reseeding period κ of PRNG3
(dots) and linear fit (line). The extrapolated value for a TRNG is σ2

μ2 (κ = 0)

= 0.0044 ± 0.0027.

TABLE III. Dynamic exponents z and relative errors with respect to theoretical
estimate ϵr for different reseeding frequencies of PRNG3.

z ϵr

κ = 2 2.1815 0.0068
κ = 1 2.1477 0.0088
κ = 1

2 2.1482 0.0085
κ = 1

4 2.1441 0.0104

κ, one should obtain results close to those obtained with a TRNG.
Nonetheless, there is no practical way of testing this due to the large
computational cost of reseeding from the system’s entropy source.

3. Reseeded PRNGs against NIST tests
We tested the PRNGs using the NIST statistical test suite73

and observed that while those having repeated sequences do not
pass it, we are able to decrease the number of failed tests within
the suite, until eventually making it pass all of them for sufficiently
high reseeding frequencies. PRNG0 already passed the tests without
reseeding, while PRNG1 and PRNG2 only needed reseeding with
κ = 1. On the other hand, PRNG3 needed κ = 1

16 as it was usually
failing, out of more than 200 different tests within the suite, only
one of them after being reseeded with κ = 1 (the FFT test).

One should therefore note two facts. On the one hand, all
PRNGs are able to pass NIST tests, and on the other one, we can
still see improvement in the variance of the results when further
reducing κ. These two observations lead to the conclusion that this
protocol is able to distinguish between pseudo-random sequences
containing different amounts of randomness amplification, that is,
that have used more or less extensively the PRNG’s algorithm (so
that their next outcome can be predicted with a higher or lower
probability) and to therefore identify which one is closer to a true
RNG. In addition, this should be more noticeable as larger lattices
are employed.

The variance in the obtained results in this kind of physical
simulation can therefore be used as an additional randomness test
since it is affected by some correlations that NIST tests are not able
to detect.

C. Calculation of the dynamic critical
exponent z with a QRNG

In this section, we present the results of the calculation of the
dynamic critical exponent using a Field-Programmable Gate Array
(FPGA) and, most importantly, a Quantum Random Number Gen-
erator (QRNG). As in Sec. III B, we performed simulations for
different lattice sizes. In Fig. 8, we show the time-delayed correla-
tion of the order parameter (magnetization), χ(t), as a function of
time. We see the expected exponential decay described by Eq. (7).
By fitting the previous equation, we extract the average value of the
exponent τ for each L. We performed 100 simulations for L up to 256
and 15 simulations for L = 512 due to the large computational cost
in this last case (see discussion below). It is very apparent from the
last panel in Fig. 8 that the results for L = 512 are more noisy than
those obtained for smaller lattice sizes, a fact that we associate with
the smaller number of simulations.
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FIG. 8. Determination of the relaxation time as a function of lattice size. Inset τ values are the decay times associated with the orange curves, which correspond to the
averages obtained by the fitting of the multiple repetitions simulated at each side length. The individual simulations (purple) as well as the variance interval for all of them
(cyan) are also shown in the graphs.

In Fig. 9, we represent the average correlation time τ(L)
obtained from these results. Performing a linear fitting of the
obtained curve, we find a value of the critical exponent z = 2.165
± 0.039. We emphasize that, from here, there is a clear strategy
to improve this value: performing multiple simulations for bigger
lattices would add more points to the fit, resulting in a better approx-
imation of this coefficient. However, unlike the case of pseudo-
generators, obtaining correlation times for larger cell sizes is limited
by the vast need for random numbers required by the simulation.
Note that for each step of the simulation, N ∝ L2 random numbers
are required. As the simulations are run for 1300τk = 1300Lz steps,
we require on the order of 1300Lz+2 random numbers. Assuming
that each of these numbers has 32-bit precision, we face a massive
consumption of about 41 600 ⋅ Lz+2 randomly distributed bits. For
small cell sizes, these requirements are innocuous; however, the ∼ L4

exponential growth in demand for random numbers is prohibitive.
In order to avoid this computational bottleneck and to speed-

up the simulations, we used an amplification of the QRNG’s random
numbers in the L = 512 case. This amplification consists of the
implementation of a PRNG on the FPGA, which is reseeded as fast as

FIG. 9. Critical exponent calculation with a quantum random number source.
Orange: estimated relaxation times (in log 10 scale) as a function of the lattice
size (in log 2 scale); blue: the linear fitting log2(τ) = z ⋅ log2(L) + b associated.
The slope of the fitting z = 2.165 ± 0.039 corresponds to the critical exponent, in
agreement with theoretical results.
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the QRNG provides new seeds. This decision introduces some corre-
lations that are not present for smaller lattices. This fact, along with
the very low number of repetitions, could potentially be the reason
of the more noisy behavior observed in the last panel of Fig. 8, as
discussed in Sec. II A. Nevertheless, due to the small size of the sta-
tistical sample at hand, we cannot conclude which one of them is the
predominant reason without additional simulations.

D. Comparison with other standard randomness tests
Finally, we compare the results obtained by all the considered

(pseudo-) random number generators used throughout this work in
the standard randomness NIST SP800-22 statistical tests.73

In Fig. 10 we show the violin plots of the NIST tests’ results
obtained with all the considered PRNGs with high frequency reseed-
ing (with seeds obtained from the hardware’s physical entropy and
using κ = 1), together with the QRNG, to illustrate how these are
distributed. The ordinate axis labels the percentage of passed tests,
while a wider figure indicates that a bigger proportion of tests obtain
results within that ordinate value when using that particular genera-
tor. We observe that PRNG0 and PRNG3 obtain clearly worse results
than the other ones as their violin plots’ tails extend all the way below
the expected failure rate α = 0.01. In contrast, PRNG1 and PRNG2
show a distribution that is localized around the expected failure rate.
Moreover, this distribution strikingly resembles that of the QRNG.
The bad results obtained by PRNG3 are easily explained by the fact
that even with a high frequency reseeding, its period of repetition
is short enough for the NIST tests to catch the inner correlations.
Contrarily, the explanation for the bad results of PRNG0, which has
the longest period of repetition among all of them, is more subtle
and can indicate that its inner correlations are more apparent to the
NIST tests than those present in other generators. While those inner
correlations are not seen to affect the computation of the dynamic
exponent as those present in PRNG1, PRNG2, and PRNG3 (see
Fig. 4), the correlation shown by these first two, which indeed affect
the variance in z, seem to pass unseen under the NIST SP800-22
tests. We thus conclude that there are certain types of correlations
that can be detected with standard methods but not with the present
one, and vice versa, so that both strategies can be jointly considered

in order to improve the set of randomness tests. Furthermore, it is
important to stress on the fact that the computation of the dynamic
exponent is affected by the correlations present in some generators
that are, from the NIST SP800-22 STS perspective, indistinguishable
from a QRNG.

IV. CONCLUSIONS AND OUTLOOK
In this work, we have computed the dynamic critical exponent

z of the two-dimensional Ising lattice with Monte Carlo simula-
tions using a pool of different pseudo-random number generators.
These range from poor ones showing lots of correlations to ones
using high-frequency reseeding that are thus similar in quality to
a true physical RNG and even a QRNG whose output streams are
completely uncorrelated.

We also review the literature and observe that there is a huge
spread within the values obtained by different techniques, not show-
ing any convergence with different theoretical approaches. Since the
MC studies do show some convergence to a value that seems close
to the one obtained by one of such theoretical approaches (studying
the stochastic matrices that govern the physics of the considered sys-
tem), we take this value as a reference. We then show how its value
obtained via MC simulations is affected by the quality of the ran-
dom number streams used in it (that is, as compared to a set of truly
uncorrelated ones). On the one hand, its mean value appears to be
slightly affected by the RNG used, and better ones yield a value closer
to the one we take as a reference. On the other hand, the impact of
the quality of the RNGs on the variance of the results does appear to
be dramatically noticeable. We extrapolate the variance that a TRNG
would yield and, since the applied standard randomness tests are
not able to distinguish some of the PRNGs used, hypothesize that
this limiting value of the variance could be used in the future as an
additional randomness test. Faster QRNGs are still needed to test
this hypothesis, which could potentially yield an advantage of these
quantum randomness technologies over classical ones, not on speed
but on quality of the obtained results in the large lattice limit L→∞.

Given the fact that the value of the dynamic critical exponent
is affected by the quality of the randomness source used, another

FIG. 10. Violin plots of the randomness tests passed by all the PRNGs and the QRNG. While PRNG0 and PRNG3 obtain clearly worse results than the other ones, PRNG1
and PRNG2 are indistinguishable from the QRNG.
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important output of this work is the fact that it constitutes, to the
best of our knowledge, the first computation of it using a QRNG. The
value obtained is actually close to the reference value considered in
the reviewing of Sec. III A. While only one QRNG has been tested
(a phase diffusion based QRNG), under the assumption of these
kinds of randomness technologies producing true random num-
bers, the results of the present work should not be affected by the
actual technology used to produce them (nuclear decay, splitting
of photons in beam-splitters, etc.). Still, once such other technolo-
gies are able to reach fast enough output speeds, it would anyway be
interesting to test this.
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APPENDIX A: PARALLELIZATION USING FPGAs/GPUs:
RANDOMNESS CONSUMPTION

Note that our code runs over every single spin at any time
step. This updating process differs from other possible implemen-
tations of the Metropolis algorithm that rely on sequential updates
such as sampling and updating L2 (with L the lattice size) spins for
each iteration, with the spins selected at random. Such a sequential
implementation does not guarantee that all of the spins will be given
the chance of being updated, nor that all of them will be updated
only once in each Monte Carlo sweep (even if it does satisfy ergod-
icity in the long run). This fact does not make a difference in the
obtained results74 but yields a considerable improvement in perfor-
mance when using the parallel Metropolis version. Not only it allows
the spins to be updated in a parallel manner but also it reduces the
entropy consumption of the algorithm since the it does not require
such L2 random numbers at every time step that chooses the spins
to be updated. On the other hand, our implementation assumes
that every single spin might be asked to flip with a certain proba-
bility following the Metropolis algorithm, thus consuming again L2

random numbers, while a CPU-based code would only need a frac-
tion α ≤ 1 of them, corresponding to these spins that are not flipped
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TABLE IV. Estimated randomness consumption.

L
MC updates/

simulation N it

Random bits/
update

Total bits
required (GB)

16 533 192 100 512 3.2
24 1 285 292 100 1152 17.2
32 2 399 489 100 2048 57.2
48 5 784 114 100 4608 310.3
64 10 798 263 100 8192 1029.8
96 26 029 866 100 18 432 5585.4
128 48 594 709 100 32 768 18 537.4
256 218 687 559 100 131 072 333 690.7
512 984 145 175 10 524 288 600 674.5

TOTAL 959 905.8

directly after computing its energy difference between both initial
and proposed states.

Taking everything into account, a sequential algorithm con-
sumes nseq = L2

(1 + α) random numbers at every time step, while
the parallel one only demands npar = L2, which equals the best lower
bound achievable with a sequential device. In this direction, our
code could be further optimized in order to avoid the discard of
the L2

(1 − α) numbers that are not used in the previous iteration,
replacing these ones consumed and therefore yielding a much lower
demand of npar = L2α.

In Table IV, we estimate the amount of randomness consumed
by each simulation assuming N it = 100.

When implementing the code in a GPU, we note that, given the
availability of GPU resources, the possible optimization of the PRN
generation introduced in previous paragraph would not yield any
improvement. It is also worth noting that such optimization would
introduce even more correlations in the results: by possibly discard-
ing some random numbers, we indeed lower the correlation between
the probabilities used by a given spin to be updated at two different
times.

TABLE V. Results obtained for log(τ0) by using different RNGs. These val-
ues correspond to the fittings yielding the dynamic exponents shown in
Secs. III B and III C.

log(τ0)

QRNG −0.362
PRNG3 k = 1

2 −0.1701
PRNG3 k = 2 −0.2454
PRNG2 −0.0906
PRNG0 −0.1007
PRNG1 −0.1183

TABLE VI. All calculated exponents from the literature in two dimensions, to the best
of our knowledge. The TP and hc signs indicate that the results are obtained for trian-
gular and honeycomb lattices, respectively, while square lattices are used if nothing
is explicitly stated.

Year References Method z

1981 Bausch Theory 2.126
1984 Domany Theory 2
1985 Williams MC 2.13 (3)
1987 Ito MC 2.132 ± 0.008
1987 Tang MC 2.17 ± 0.04
1988 Ito MC 2.2
1988 Mori MC 2.076 ± 0.005
1992 Stauffer MC 2.18
1993 Dammann Theory 2.183 ± 0.005
1993 Wang Theory 2.207 ± 0.008
1993 Muenkel MC 2.21 ± 0.03
1994 Grassberger MC 2.172 ± 0.006
1995 Gropengiesser MC 2.18 ± 0.02
1995 Li MC 2.1337 (41)
1996 Li MC 2.143 (5)
1996 Nightingale MC 2.1665 (12)
1997 Soares MC 2.16 ± 0.03
1997 Wang MC 2.168 ± 0.005
1997 Wang MC 2.180 ± 0.009, TP
1997 Wang MC 2.167 ± 0.008, hc
1997 Prudnikov Theory 2.093
1998 Wang Theory 2.2
2000 Nightingale Theory 2.1667 ± 0.0005
2005 Dunlavy Experiment 2.09 ± 0.06
2006 Krinitsyin Theory 2.0842 ± 0.0039
2007 Canet Theory 2.16 (1)
2007 Lei MC 2.16
2008 Murase MC 2.193 (5)
2008 Murase MC 2.198 (4), hc
2008 Murase MC 2.199 (3), TP
2009 Nalimov Theory 2.020 ± 0.045
2009 Nalimov Theory 2.023 ± 0.053
2009 Nalimov Theory 2.026 ± 0.055
2009 Nalimov Theory 2.100 ± 0.089
2009 Nalimov Theory 2.105 ± 0.084
2009 Nalimov Theory 2.104 ± 0.080
2009 Nalimov Theory 2.127 ± 0.089
2009 Nalimov Theory 2.132 ± 0.084
2009 Nalimov Theory 2.130 ± 0.080
2009 Nalimov Theory 2.037+0.033

−0.0
2009 Nalimov Theory 2.041+0.040

−0.0
2009 Nalimov Theory 2.042+0.041

−0.0
2017 Duclut Theory 2.28
2017 Duclut Theory 2.16
2017 Duclut Theory 2.15
2017 Duclut Theory 2.14
2022 Adzhemyan Theory 2.14 (2)
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TABLE VII. All calculated exponents from the literature in three dimensions, to the
best of our knowledge. The bcc and fcc signs indicate that the results are obtained
for body and face centered cubic lattices, respectively, while regular cubic lattices are
used if nothing is explicitly stated.

Year References Method z

1987 Wansleben MC 2.03 ± 0.04
1991 Wansleben MC 2.04 ± 0.03
1992 Stauffer MC 2.09
1993 Ito MC 2.06 (2)
1993 Muenkel MC 2.08 ± 0.03
1994 Grassberger MC 2.032 ± 0.004
1995 Gropengiesser MC 2.04 ± 0.01
1997 Prudnikov Theory 2.017
1999 Jaster MC 2.042 (6)
2000 Ito MC 2.055 (10)
2002 Livet Experiment 2.2
2006 Krinitsyin Theory 2.0237 ± 0.0055
2007 Canet Theory 2.09 (4)
2008 Murase MC 2.065 (25), bcc
2008 Murase MC 2.057 (25), fcc
2009 Nalimov Theory 2.011 ± 0.012
2009 Nalimov Theory 2.013 ± 0.012
2009 Nalimov Theory 2.014 ± 0.011
2009 Nalimov Theory 2.021 ± 0.006
2009 Nalimov Theory 2.022 ± 0.005
2009 Nalimov Theory 2.022 ± 0.005
2009 Nalimov Theory 2.023 ± 0.006
2009 Nalimov Theory 2.024 ± 0.005
2009 Nalimov Theory 2.024 ± 0.005
2009 Nalimov Theory 2.013+0.011

−0.0
2009 Nalimov Theory 2.014+0.011

−0.0
2009 Nalimov Theory 2.014+0.011

−0.0
2010 Collura MC 2.020 (8)
2015 Livet Experiment 2.28
2017 Niermann Experiment 2.06
2017 Duclut Theory 2.029
2017 Duclut Theory 2.024
2017 Duclut Theory 2.023
2017 Duclut Theory 2.025
2017 Duclut Theory 2.021
2017 Duclut Theory 2.021
2018 Livet Experiment 1.96 (11)
2020 Hasenbusch MC 2.0245 (15)
2022 Adzheyman Theory 2.0235 (8)

APPENDIX B: LINEAR FIT OF THE DYNAMIC
EXPONENT

As discussed in Sec. II C, the relaxation time of the system
is expected to have a power-law relation with the lattice size L. In
order to obtain the dynamic exponent z, one can take logarithms to
both sides of Eq. (8) by naively reducing it to an equality τ = Lz and
then make a linear fit log(τ) = z log(L). Instead, we strictly consider
the proportional sign in Eq. (8) by stating that τ = τ0Lz, therefore
allowing the linear fit to have an offset, log(τ) = z log(L) + log(τ0).

We summarize our findings in Table V, in which we compare
the offset obtained by the fitting of the QRNG data against those
obtained by the PRNG data. There are two main things worth not-
ing about the obtained results. First, we observe that all of them yield
a non-zero, negative offset. Second, we note that those PRNGs using
reseeding (thus having an infinite period, and therefore being closer
to a TRNG) yield values closer to the one obtained by the QRNG.
This fact hints that this parameter could potentially serve in the
purpose of discerning good from bad randomness too.

APPENDIX C: SUMMARY OF ALL CALCULATED
DYNAMIC CRITICAL EXPONENTS FOR TWO
AND THREE DIMENSION

In Tables VI and VII, we gather all calculated exponents from
the literature in two and three dimensions, to the best of our knowl-
edge, for theoretical, MC, as well as experimental approaches. These
are the data plotted in Fig. 3.
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